Abstract-The advances and fast spread of mobile devices and technologies, we witness today, have extended its advantages over medical and health practice supported by mobile devices, giving rise to the growing research of Internet of Things (IoT), especially the e-Health field. The features provided by mobile technologies revealed to be of major importance when we consider the continuous aging of population and the consequent increase of its debilities. In addition to the increase of lifetime span of population, also the increase of health risks and their locomotive impairments increases, requiring a close monitoring and continuous evaluation. Such monitoring should be as noninvasive as possible, in order not to compromise the mobility and the day-to-day activities of citizens. Therefore, we present the development of a noninvasive optical fiber sensor (OFS) architecture adaptable to a shoe sole for plantar pressure remote monitoring, which is suitable to be integrated in an IoT e-Health solution to monitor the wellbeing of individuals. This paper explores the production of the OFS multiplexed network (using fiber Bragg gratings) to monitor the foot plantar pressure distribution during gait (walking movement). From the acquired gait data, it is possible to infer health conditions of the patient's foot and spine posture. To guarantee the patients mobility, the proposed system consists of an OFS network integrated with a wireless transceiver to enable efficient ubiquitous monitoring of patients. This paper shows the calibration and measurement results, which reflect the accuracy of the proposed system, under normal walking in controlled area.
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I. INTRODUCTION
T HE VAST progress and spread of mobile and networking technologies has boosted the use of mobile devices' features in healthcare services applications, widening the interest of research communities, from the delivery of standard services like entertainment and communications, to the innovation of smart architectures and methods that can improve the autonomy and safety of people. The rise of e-Health, under the global scope of Internet of Things (IoT), aims to improve both the quality of the healthcare services provided to the patients, as well as the life quality of people (specifically patients), by providing them with the autonomy and mobility during their daily activities.
Additionally, the demographic and lifestyle changes of population also instigate an increase in health risks, demanding more close (continuous) health monitoring. e-Health, which is a rapid emerging area of IoT, can be the solution to decrease the risk of such health debilities and allow patients to continue with a normal lifestyle.
The use of electronic and mobile technologies in healthcare context, increases the quality of health services provided to patients and helps medical staff in the premature display of patients' anomalous health conditions. The developments and new ambitions for the e-Health topic appear as the natural consequence of the technological evolution witnessed in the past decade. The monitoring process of individual health condition, rehabilitation status, or assistance requires the use of advanced and accurate 2327-4662 c 2017 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
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systems, whose functions are centered in the interaction with humans not only on a physical level but also on a cognitive one. When considering wearable body physiological sensor networks, with wireless connection to a monitoring and decision center, those devices should be comfortably wearable by patients, in order to collect parameters for healthcare monitoring purposes, without compromising their lifestyle. Regarding the human-mobile devices interaction, the main challenges reside in safety, privacy, size/weight and power consumption of devices [1] . Such challenges should be taken more seriously, when users are elderly or impaired with incapacitating diseases.
To improve the life quality of physically impaired citizens and increase the mobility of elder citizens, we developed a noninvasive e-Health architecture which includes optical fiber sensors (OFSs) integrated into a shoe-sole for continuous remote monitoring of foot plantar pressure during gait (walking).
The plantar pressure distribution on the foot plantar surface is a reliable and important indicator with regards to foot health condition and gait pattern, from which, information like the wellbeing of the spinal cord or regarding the foot ulcerations evolution (in case of patients with diabetes) can be inferred. In the particular case of diabetes, the patients tend to develop foot ulcerations, which can be detected by high/abnormal forefoot plantar pressure [2] . So, accurate and controlled evaluation of the plantar pressure is vital to reduce and eventually avoid the risk of such pathologies.
The sensing mechanism used in the proposed architecture is based on fiber Bragg gratings (FBG) technology. This sensing elements are inscribed in the optical fiber core and the use of these OFSs is one of the innovations of the presented work, that comprises all the advantages inherent to OFSs, including robustness yet flexibility, the immunity to electromagnetic interference, the intrinsic electric safety (no electricity is needed at the measuring point), the ability to multiplex several sensors into the same optical fiber cable (optimal for sensing networks), among others. The sensing network is connected to an interrogation system, responsible for the acquisition of the sensed modulated signal. Both structures, the sensing network and interrogator, are connected through a secured body network, to a mobile gateway responsible to collect and analyze all sensed data and capable of ubiquitously connecting to the cloud.
The presented architecture is planned to be user-friendly and with the least impact possible on the shoe and foot anatomy (noninvasive), which is achievable due to the reduced size of the optical fiber; hence mobile, allowing the patient to be monitored during her/his normal daily activities. Such innovative aspect of the presented architecture will mitigate the drawbacks of currently used electronic devices, which restricts the experiments within the laboratory and consequently the natural execution of movements, such as walking or running [3] . The optical sensor network is projected in order to satisfy the demands for small size and reduced power consumption, as well as high resolution in the acquisition of the data from the gait movement. The proposed shoe insole, incorporated with a network of OFSs, is an ambulatory accurate solution to continuously monitor body physical parameters.
In this paper, we emphasize on the calibration and successful implementation of the FBG sensing network in the insole. The presented measures show the accuracy of the implemented FBG network in monitoring the plantar pressure distribution during gait, since it is able to produce a typical gait pattern curve.
The remainder of this paper is organized as follows. In Section II the system architecture is presented and described. Section III presents the FBG concept, its production and implementation. Section IV introduces the energy-efficient body network and mobile gateway, in addition to security issues. Section V presents the results obtained with the instrumented shoe insole. Section VI concludes.
II. REMOTE SENSING SYSTEM ARCHITECTURE
This section explores the architecture proposed for the remote monitoring of the foot plantar pressure and health condition. The designed system, shown in Fig. 1 , comprises three key elements: 1) the optical fiber sensing network (FBG sensors); 2) the interrogator system; and 3) the wireless mobile connection.
The first part, responsible for the data sensing and therefore, the key innovative component of the system, is the FBG sensing network. This network consists of an optical fiber (incorporated in a shoe sole) containing six multiplexed FBGs, placed in the key points for the analysis of the foot health condition.
For the analysis of the data acquired, it is essential to have an interrogator system, able to acquire the signal modulated in the sensing points, and which is a function of the plantar pressure induced by the patients. In this configuration, the used interrogator is an off-the-shelf solution, the Ibsen I-MON 512 USB, [4] .
To complete the remote plantar pressure monitoring architecture, a mobile wireless gateway, responsible for the data process and wireless transmission to the decision centers, will also be incorporated. Therefore, with the architecture presented, we developed a framework for monitoring the health conditions of citizens and provide automated visual feedback using state of the art technologies (i.e., advanced OFSs technology, secured energy-efficient wireless broadband access systems, smart actuators).
Bearing in mind the challenges and requirements related to such sensitive topic, the main goal was to develop a noninvasive monitoring system through the development of a showcase focusing on an "in-shoe" integrated network of OFSs, to support health promotion, patient-centric care, and well-being at home or during daily activities.
It is worth mentioning that this paper concentrates on the calibration and measurement of the developed FBG sensing network, showing the achieved accuracy of the proposed sensing architecture and its success in monitoring foot pressure during gait. The integration of the whole system is planned for future work.
III. PLANTAR PRESSURE FBG INSOLE PRODUCTION

A. Fiber Bragg Gratings Sensing Mechanism
The continuous progress in optical fiber technology offers major key of advantages not only for application in telecommunications field, but also for its use in biomedical sciences and as sensing mechanisms [5] - [9] .
Regarding its features for sensing applications, optical fiber offers considerable advantages over similar electronic solutions, which makes OFS technology a cost-effective choice for sensing devices. Their flexibility, robustness, compact size, multiplexing ability (one optical fiber can comprise several sensing elements), their immunity to electromagnetic interference, and intrinsic electric safety (no need for electricity at the measuring point) are among their featured advantages [6] , [7] .
Within the various existing optical fiber sensing solutions, FBG sensors are now a well-established technology that offers all the optimum optical fiber features, allied with high efficiency, sensitivity and resolution [6] - [9] .
This sensing elements (FBGs) can be described as the longitudinal periodic modification of the optical fiber core refractive index. Such perturbation can be induced by UV laser, and it consists of a wavelength reflective grating in the fiber core that follows the Bragg condition [7] .
For sensing purposes, at the point, where the FBG is inscribed, a component of the optical signal injected in the fiber is reflected, that component is named the Bragg wavelength. Application wise, when an optical source emits a spectral broadband optical signal into the fiber, at the FBG location, the component correspondent to the Bragg wavelength will be reflected. Regarding the transmitted signal, that same spectrum component will be missing [7] , as schematized in Fig. 2 . By monitoring the wavelength reflected by the grating-the Bragg wavelength-it is possible to monitor the parameters that induce the wavelength shift of the FBG sensor, namely temperature and/or strain [7] .
The Bragg wavelength, λ Bragg , is the function of the fiber core effective refractive index, n eff , and the grating period, , and can be expressed as [7] λ Bragg = 2n eff .
(
As a result, the Bragg wavelength shift can be induced by changes in both the grating period and/or the effective refractive index [10] .
Such dependence of the Bragg wavelength shift, λ Bragg , makes this structures sensitive to strain and temperature variations. The relation between the λ Bragg , and strain ( ε) and/or temperature ( T) is translated by (2) , where the first term refers to the strain effect on λ Bragg and the second term stands for the temperature effect [7] 
α, ρ, and ξ are, respectively, the thermal expansion, the photoelastic and the thermo-optic coefficients of the fiber [7] .
Regarding the strain influence in the λ Bragg , it is due to the photo-elastic effects induced in the fiber by any physical elongation or deformation, which leads the fiber grating period to change. Temperature wise, the thermal dependence of the fiber on the refractive index is the responsible for the Bragg wavelength shift. A thermal expansion of the optical fiber will change the refractive index of the fiber at the FBG location, and consequently, will induce the Bragg wavelength to shift [7] .
Such reliance of the Bragg wavelength on the temperature and strain variations gives this sensing element the accuracy necessary to render them optimum sensing solutions for the monitoring of such parameters at specific locations. 
B. Insole Design for Plantar Pressure and Gait Monitor With a FBG Network
In the proposed architecture, a FBG sensing network was incorporated into a shoe insole in order to monitor the plantar pressure distribution in patients' feet during gait. The material used for the insole bulk structure was cork, which was chosen due its optimal characteristics for such application, as it is a material with thermal isolation, a near zero Poisson ratio and the malleability necessary to integrate the sensors and to adapt to the shoe and walk pattern [11] .
As a first step toward the sensing sole production, six FBGs were inscribed and multiplexed into a GF1 photosensitive optical fiber (Thorlabs) cable, using the phase mask technique and a KrF excimer UV laser, with a pulse energy of 5 mJ and a pulse repetition of 500 Hz.
The cork sole was then designed and machined in order to incorporate the network of 6 FBG sensors, which were allocated in the key points for the plantar pressure analysis (heel, midfoot, metatarsal, and toe areas) [3] , [12] , [13] , as shown in Fig. 3 .
Considering the load pressure involved in the gait movement, it is necessary to provide extra resistance and protection to the optical fiber sensing elements. Addressing that purpose, the sensors were embedded in an epoxy resin cylindrical structures (1.0 cm diameter and 0.5 cm height), which was then incorporated within the cork sole.
Moreover, an FBG temperature sensor [7] was incorporated in the insole (close to the FBG placed in point 1), to guarantee that the thermal isolation provided by the cork is effective and the FBG plantar pressure sensors are not affected by the body temperature, or any external temperature changes.
Although in this particular application the temperature sensor was used as a control mechanism over the feedback of the pressure sensors, its application as a body temperature sensor can also be beneficial and considered in a wider system development.
IV. UBIQUITOUS SECURED ENERGY-EFFICIENT CONNECTIVITY
The proposed system includes a wireless transceiver, capable of ubiquitously connecting to a cloud-based monitoring application. The system can use a stand-alone wireless device dedicated to the monitoring architecture or an app, which is planned to be developed in future work to be installed on patients' smart phones. As mentioned above, this paper concentrates on the implementation and calibration of the FBG sensing network and only briefly discusses main ideas and issues of the design of ubiquitous secured energy efficient wireless connectivity.
A. Energy Efficiency
This system is developed to continuously monitor the wellbeing of a patient or an elder citizen; therefore, it requires to function for long periods, without the need for recharging, in order not to compromise user mobility. Energy efficiency is then a top priority of the wireless connectivity of such system. To provide ubiquity under the constraint of limited battery capacity, different wireless technologies simultaneously exist, and the mobile gateway is designed to be intelligent enough to choose the interface that produces the best energy efficiency (i.e., amount of data transmitted per joule of energy spent). The system also considers cooperative communications, clustering, or data aggregation, if energy savings can be achieved, as shown in our previous work [14] , [15] .
The gateway also uses a new form of smart caching of sensed data and transmission based on the wireless medium conditions. The system is designed to be smart to transmit data when good channel conditions exist, while sensed data is cached and transmitted at later times otherwise. We have shown the concept of smart uplink caching in the previous work [16] . The system is also intelligent to be alerted when there is an emergency; hence data has to be forwarded immediately to inform a specialist.
B. Security
e-Health is an emerging technology, which is yet to be widely adopted by public. People, especially older generations, may be reluctant to embrace such technology for fear of their privacy being violated; hence security and privacy are essential, if e-Health is to achieve its full potential of improving the life quality of citizens. Hence, privacy-preserving mechanisms are of paramount importance to foster a rapid penetration of e-Health applications in the market. The state-of-the-art in privacy-preserving systems includes several solutions, such as anonymous credentials [17] , public key infrastructure [18] , group signatures [19] , and pseudo-identities [20] . Pseudonymbased schemes are the most efficient approach in terms of computational complexity and latency. However, existing pseudonym-based solutions have common disadvantages. 1) A permanent contact with a trusted authority that pseudonyms are required.
2) The update and distribution of the anonymity revocation lists for misuse detection is not scalable. Our solution goes beyond the state-of-the-art by providing an autonomous privacy preserving system, which is low-complex for low-capable devices, which can also provide efficient anonymity revocation. For that, we propose to use a system with self-generated pseudonyms and anonymity-revocation based on delegation, following our approach in [21] . The design and implantation of such security scheme will be presented in our future work.
V. CALIBRATION AND IMPLEMENTATION MEASUREMENTS
Before implementing the insole for plantar pressure monitoring, its 6 FBG sensing elements were calibrated to different pressure load values ranging from 10 N up to 200 N (Shimadzu AGS-5kND mechanical test machine). The load sets were applied independently in each sensing point (from FBG 1 to FBG 6), using a probe with a diameter of 1.0 cm.
During each load set, the reflected Bragg wavelength shift of the respective FBGs was acquired by an interrogation system. The interrogation system comprises the optical source with high spectral width (Amonics, ALS-CL-17-B-FA), the optical circulator and an optical spectrometer (Ibsen, I-MON E).
The calibration values for the sensing element in positions 2 and 3 (FBG 2 and FBG 3) are presented in Fig. 4 , in which the linear dependence of the Bragg wavelength shift with the applied pressure is evident.
For these elements, FBG 2 and FBG 3, the sensitivity coefficient achieved was 7.6±0.23 pm/kPa and 8.3±0.24 pm/kPa, respectively. Similar values were obtained for the other sensing elements.
Subsequent to the calibration, the insole was tested in the monitoring of the plantar pressure during gait. For that purpose, the insole was placed inside a shoe, and the wavelength shift induced in the six critical points during the gait movement was monitored.
Gait is the horizontal displacement of the body center of mass, and it requires, in a normal gait cycle, that the body posture is sustained alternatively by the foot, just by placing one foot forward, followed by the other [22] .
In that way, gait is a cycle movement which can be categorized by two main phases: 1) stance phase and 2) the swing phase. The first corresponds to the period of time in which the foot is in contact with the ground and it starts when the heel first strikes the floor, lasting until the moment the toe becomes the last contact point (toe off). The swing phase, on the other hand, represents the lack of contact with the floor, and it starts when the toe ceases to be in contact with the ground, persisting till the moment the heel strikes the floor again, then starting a new gait cycle. For an individual with no abnormalities, the stance phase (at a normal pace) corresponds to about ∼62% of the entire gait cycle [13] , [23] .
By monitoring the plantar pressure in the gait cycles of an individual/patient, we are making a systematic examination of their locomotion parameters (body posture shifts, spinal cord condition, foot structure and possible ulcerations), which can be used for diagnosis, posture correction and/or early treatment, and assessment of patients [23] .
The foot plantar pressure fluctuation during gait is also induced in the instrumented cork sole. Such pressure oscillations will lead to the shift in the reflected Bragg wavelength, which was acquired with the interrogator for the 6 FBGs sensors.
After converting the wavelength shift acquired, considering the sensitivity coefficient previously obtained (Fig. 4) , the plantar pressure distribution induced in the cork sole over the gait movement was inferred, as it is shown in Fig. 5 , for the 6 FBGs, during 3 gait cycles.
From the results obtained with the proposed insole sensor network, it becomes clear the repeatability of the data, given the similar response of the sensors over the three gait cycles depicted in Fig. 5 . From the data acquired with the sole, we can also detect the sequence in which the sensors are activated (maximum amplitude registered), which was also in accordance to what is expected in a gait movement [3] , [13] . FBG 1 is activated first, at the beginning of the stance phase of the gait cycle, when the heel starts its contact with the floor. With the evolution of the cycle, FBG 2 and FBG 3 (located at the middle-foot and beginning of the metatarsal) are activated at the start of foot-flat stage during the single support. Following the gait movement, FBG 4 and FBG 5, located at the metatarsal positions, have a stronger response at the fore-foot contact during the terminal double support, and finally, FBG 6, located at the toe area, is activated at the toe-off moment, marking the end of the stance phase and the beginning of the swing phase of the gait cycle.
The plantar pressure typical curve for the gait movement can be obtained by the addition of each of the 6 sensors feedback. The resulting final gait curve (considering our implementation) was computed and is also displayed in Fig. 5 . Such figure shows that, with the implemented FBG network, it is possible to acquire an accurate gait pattern curve, as previously reported in [3] and [13] .
Based on the gait curve shape and pressure values, it is possible to detect potential foot ulcerations due to diseases, such as diabetes and even to infer postural condition of the spine. When comparing to the previous reports using electronic devices [24] , we can affirm that the feedback of the plantar pressure monitoring solution presented is within the expected behavior, which confirms that the method implemented is a reliable solution for such application.
Its synergic conjugation with a stand-alone wireless device is seen as a ubiquitous mobile solution that allows the Regarding the temperature control sensor, presented also in Fig. 5(top) , we can observe that it remains constant, validating the thermal isolation of the cork used for the instrumented sole production.
VI. CONCLUSION
The fast progress of mobile technologies brought a new insight into healthcare systems and practices, igniting the research and development of the e-Health topic, a rapid emerging field of IoT.
The continuous aging of population and the development of chronic diseases often associated to it (such as diabetes or locomotive impairments) demands for a thorough monitoring of the patients, with a methodology that is as cost effective as possible. In contributing toward such noble objective, we presented a new optical fiber-based sensing architecture for remote monitoring of foot plantar pressure distribution. The information retrieved from the plantar pressure distribution can provide valuable insights about foot health condition, which is able to provide information with regards to other diseases, such as the condition of the spine and/or the foot ulcerations due to diabetes.
The proposed architecture is composed of three main components, namely a sensing network consisting of 6 FBG sensors placed in key points around a cork shoe sole, an interrogator, for the acquisition of the modulated optical signal generated by the FBG sensors, and a mobile gateway which is responsible for ubiquitous connectivity to the cloud.
The calibration and measurements obtained with the proposed monitoring system were presented. From the results attained, we demonstrate the accuracy and reliability of the sensing network to monitor the foot plantar pressure distribution during gait.
The architecture presented is a small noninvasive system, designed to monitor the foot plantar pressure during gait, without compromising patient's mobility nor interfere in their daily activities. Moreover, the projected mobile gateway (secured and energy-efficient) will be responsible for the constant monitoring of patients/citizens. In that way, if an emergency or high risk situation occurs, prompt alerts can be send to the monitoring center (medical center/hospital/care taker), in order to provide fast response/assistance. He is currently an Assistant Researcher with the Institute of Nanostructures, Nanomodeling and Nanofabrication, University of Aveiro. He is also with Physics Department and the Instituto de Telecomunicações, University of Aveiro. His current research interests include the study and simulation of fiber Bragg gratings, data acquisition, optical sensing solutions for static and dynamic applications, including medical and structural monitoring.
